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bastion.lab.example.com 172.25.250.254 Ansible control node
workstation.lab.example.com 172252509 Ansible managed node
servera.lab.example.com 172.25.250.10 Ansible managed node
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o HAEEN, IFERF LEME T SSHER, MFEARABRRAIRE TET SSH #1775
A, B ES M SSH BB S TS,

* Ansible TR LTI TRFIK, devops . IWIKFHIEE T SSH &R, fIFE Ansible
EHH RIS Ansible SET R AT SSH &R, BAWERESF LM SSH EXHHT
Haze,

Hth5=

o —LEA I HATRERRRIZM Ansible EAUER. SERASMRRETELARIRYFRENTHE RE
Tk, SIEAEENHE. !@‘ﬁ%ﬁﬁﬁﬁia%ﬂwﬁﬁﬁmEI’J?E%DEEHM%%!S HATHIEE
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o FNAS CABKIERIAARER, SELinux ML TiREHER,

* MRFELFHMIYE, SHYERSMN Ansible EH D RrAIREEIRE ISR content 1Y
TiREERE:

o http://content.example.com/rhel9.0/x86 64/dvd/Base0S

o htip://content.example.com/rhel9.0/x86 64/dvd/AppStream
o —UETMHZETEIMIY, XEEFSEL MuERM: http:/materials.example.com/la

oma/
o FERSRYATMUATEHE: hitp://materilas.example.com/docs/
o FEEZBGEEE: utility.lab.example.com

o MKE: admin

o ZFH: redhat

* HfhFiREHTIRE, ASEHdiEcER, XTI XEFFNREMEERREREXERR
YL B iR,

EETIERE

IESBEE, BNENFMETIE (824 Ansible playbook, FENXHENFEE) MAFRT
EEFTH A EHEZF /home/devops/ansible /1, FHEM T devops FAFFTAE. FTHE Ansible
TEXHEFSMZE devops FIFM Ansible I2#T R ERIXANHZRIET.

BER, EFo<CHl, 81 Ansible RET RAFSEE RFE N RNIWIEAS, BREDN
Ansible playbook $iBidLA devops ARSI MEF TR ERIEZ /home/devops/ansible H
FIB{TRRMA. 7 playbook 5175, ERASWENSET R TEME, LFAEIIREREN
EHTTRE.
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H, BaREEHhzARSEm:

* BRITURVM: NRISENEMARSRTIET, ZRKENEERS. WRAKCEEES
1T- NI I ER.

* EMSISTRAVM: EEXAFNEURR, KER.
o XHBRVM: EEXTHSEEIERES.
» XAVRVMBIR: YRXTEERNES.

o EHE: X a0, BTEEEeeRlEASNEtE. EE8, IREERRE
FlEO, EHEasUEERER. RIRERR, FERPEA ctritalt,

* BERTRAVM: B3E VM BRARGERS. RFEit— T RmnEn, EXREEAR
(R

ZE D BE VM CRRRTERFERGER. (NEARRTIEERN I M ERIX T8,
TEERIX NIRRT, HiRAME VM,

it veIs
1. FERERITES, BEIERIFARRIR.
2 RETRERE tab M2,
3 ST ARG, BESTHE, EREH.
4 RIS, SHE—EE, YT clear HOMEEFIE cTRLIL B
5 RIERE, IS MR, fIIEEE.

GIMIRES

153245 rhee9_prepare.sh, rhce9-exam294.zip E{EE|foundation0_trootlBFERBF, A5
PITLATaS<:

1 [root@foundation0 ~]# chmod +x /root/rhce9_prepare.sh

2  [root@foundation0 ~]1# /root/rhce9_prepare.sh

3 Reset all vMs:

4 wait for classroom FUNNING ...ttt in et e et et enee s mne s anennnnns DONE
5 wait for bastion running . .........iiiiririnnreennraneneeannenns DONE
6 wait for workstation running ...........ciiiiiiinnrananrennneens DONE
7 Wait for Utlli ey CUNNTIE « v v b mr s e oo o0 on e b s s aiat A & o DONE
8 Wait for servera FUNNTING ... un it it i in i et e e te s tansn s mnasanennnnns DONE
9 wait for serverh ruUnNning ...t inion it et i i et e e DONE
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LS o -y T =l L R T e e
WAt for serverd CURRTIG v vuune s s s e 5 % 5 4 DONE
Prepare foundation ..........iiiinrnttnn e ronnnrrnnenreanenennnns DONE
= ol 1 o - -3 el o DONE
T T = o s G e e e e DONE
SETTIP SErVErh s :aus s asu v v oo v unn e n s s v 8 e e B B A R DONE

AR TSSR/aTT AR,

B
&3
1. ZEHELE Ansible
IR T AR, EEHIT5A bastion.lab.example.com FZLEFALE Ansible:

o TERTEHNIEE
o BIERA inventory HIFFESSEERN, LUREIATERK:

o workstation & balancers FHERIRER
© servera 5= dev FHIEMIRLR

o serverb 2 test FHEMNFR

o serverc f[] serverd 2 prod FHEMRER

© prod HE webservers FHERIFLR

» BIESFA ansible.cfg MEENH, LUBELATERK:

°o FALBEXHA inventory
o playbook H{ERRHIMEEIEN roles
o playbook H{ERRRIRBEE(IE I mycollections

[kiosk@foundation0 ~]% ssh devops@bastion

# ZiHansiblef {4

[devops@hastion ~]% sudo yum install -y ansible-core ansible-navigator

# QEMHEHE, HUBRIGHER
[devops@bastion ~]% mkdir ansible && cd ansible/

# U] #1inventory {4

[devops@bhastion ansible]$ vim inventory
[balancers]

workstation
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45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61

[dev]
servera

[test]
serverb

[prod]
serverc
serverd

[webservers:children]
prod

# 6l# ansible.cfg. WES#% /etc/ansible/ansible.cfg F @4
[devops@bastion ansible]$ head -n 3 /etc/ansible/ansible.cfg

# since Ansible 2.12 (core):

# To generate an example config file (a "disabled” one with all default
settings, commented out):

# $ ansible-config init --disabled > ansible.cfg

# If B & it —1~ansible.cfg.ori, Z*ansible.cfg.ori fi/Zansible.cfg
[devops@bastion ansible]$ ansible-config init --disabled >
ansible.cfg.ori

[devops@bhastion ansible]$ vim ansible.cfg
[defaults]

inventory=inventory

remote_user=devops

roles_path=roles
collections_path=mycollections

[privilege_escalation]
become=True
become_method=sudo
become_user=root
become_ask_pass=False

# U EAOERNAEREE =

[devops@bastion ansible]$ mkdir roles mycollections

# Fifansibleft B
[devops@bastion ansible]$ ansible all -m command -a id

# Iy iFinventoryss #
[devops@bhastion ansible]$ ansible-inventory --graph
@all:

| --@balancers:

| |--workstation

| --@dev:

| |--servera

| --@test:
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4 | --@ungrouped:

65 | --@webservers:

66 | |--@prod:

67 | | |--serverc

68 | | |[|--serverd

69

70 # HAEGEML

/1  [devops@bastion ansible]$ grep image ~/.ansible-navigator.yml

72 image: utility.lab.example.com/ee-supported-rhel8:latest

73

74 # BF registry, TEHEMS

75 [devops@astion ansible]$ podman login -u admin -p redhat
utiTlity.lab.example.com

76  [devops@bastion ansible]$ podman pull utility.lab.example.com/ee-

supported-rhel8:latest

2. EEE BRI R FELAE AR FIERE

FARSEER, BHEEERETRLZENR L.

IBEIETAENAR, CIE—13A yum_repo.yml fJ playbook, EBTRZEBR LT yum Zi#

==

* TRiERERT:

o

o

Qo

BRI TR . EX294 BASE

A EX294 base software

ERURLA: http://content.example.com/rhel9.0/x86 64/dvd/Base0S
GPGEENEN: BRRE

GPGEHURLA: http://content.example.com/rhel9.0/x86 64/dvd/RPM-GPG-KEY-r
edhat-release

FHERSA: BRRE

o TRiBRE2:

R

o

o

o]

FEERNRBFRA: EX294_STREAM
A EX294 stream software
GPGEAEENBRRE

GPGE$HURLYA: http://content.example.com/rhel9.0/x86 64/dvd/RPM-GPG-KEY-r
edhat-release

FHERSA: BRRE
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1 # yaml X @HvimT B&E, GEBvimL R
2 # wWHEal, Hzl¥iauotoindex
3 # WHEts=2, tabEAH2ITTEHAH
4 [devops@bastion ansiblel$ vim ~/.vimrc
5 set ai ts=2
HEHF Playbook 18ifi

1 [devops@bastion ansiblel$ vim tpl.ym]l

1 s
2 - name:
3 hosts:
4 tasks:
5 - name:
Bt IRE
LA yum 7948l
1 # AfERE
2  [devops@bastion ansible]$ ansible-doc -T1|grep yum
3 yum Manages packages with the “yum' package manager
4 yum_repository Add or remove YUM repositories
5
6 # WEMHBEHEE, ¥ %EEXAMPLE ( /JEXAMPLE) ,¥boR
7/ [devops@bastion ansible]$ ansible-doc yum_repository
8| cwnnin
9 - name: Add multiple repositories into the same file (1/2)
10 yum_repository:
11 name: epel
12 description: EPEL YUM repo
13 file: external_repos
14 baseurl:
https://download. fedoraproject.org/pub/epel/$releasever/$basearch/
15 gpgcheck: no
16 ......

£lli2 Playbook

1 [devops@bastion ansiblel$ cp tpl.yml yum_repo.ym]l
2  [devops@bastion ansible]$ wvim yum_repo.ym]l

1
2 - name: configuration yum repository
3 hosts: all
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5
6

8

9
10

16

vi B

- name: Base0S
yum_repository:
name: EX294_BASE
description: ExX294 base software
baseurl: http://content.example.com/rhel9.0/x86_64/dvd/Base0s
gpgcheck: ves
enabled: yes
gpgkey: http://content.example.com/rhel9.0/x86_64/dvd/RPM-GPG-
KEy-redhat-release

- name: AppStream
yum_repository:
name: EX294_STREAM
description: EX294 stream software
baseurl:
http://content.example.com/rhel9.0/x86_64/dvd/AppStream
gpgcheck: yes
enabled: yes
gpgkey: http://content.example.com/rhel9.0/x86_64/dvd/RPM-GPG-
KEY-redhat-release

# AT A B e i R

[devops@bastion ansible]$ ansible-navigator run -m stdout yum_repo.yml
[kiosk@foundation0 ~]% ssh root@servera 1s /etc/yum.repos.d/
EX294_BASE.repo

EX294_STREAM.repo

3. {#f Ansible Galaxy ZERNSE

ybes http://materials.example.com/laoma FERESIMHRSE, B TEITH

ot
i
!
Mt
i

mycollections H=:

® ansible-posix-1.4.0.tar.gz

s community-general-4.3.0.tar.gz

® redhat-rhel _system roles-1.16.2.tar.gz

R

#ZEANER

[devops@hastion ansible]$ ansible-galaxy collection install
http://materials.example.com/laoma/ansible-posix-1.4.0.tar.gz
[devops@bastion ansible]$ ansible-galaxy collection install
http://materials.example.com/laoma/community-general-4.3.0.tar.gz
[devops@bastion ansible]$ ansible-galaxy collection install
http://materials.example.com/laoma/redhat-rhel_system_roles-
1.16.2.tar.gz
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# BEAAEREBER

[devops@bastion ansible]$ ansible-galaxy collection list

# /home/devops/ansible/mycollections/ansible_collections

collection version
ansible.posix 1.4.0
community.general 4.3.0

redhat.rhel_system_roles 1.16.2

4. FERHEHSE

BlE— 179 packages.ym1 £ playbook:

* I5 php #0 mariadb RIS dev.,

* 1§ RPM Development Tools H{FEHELEE| dev FHEFHENL
o B dev FHNAFF LHFMERIGEE I ASIThRE

R

(U5 I N L

16
y lrs
18

# f|2# Playbook

[devops@bastion ansiblel$ cp tpl.yml packages.yml
[devops@bastion ansible]$ vim packages.yml

- name: Installation software packages
hosts: dev,test,prod
tasks:
- name: install php and mariadb
yum:
name: php,mariadb
state: present
- name: install RPM Development Tools
yum:
name: "@RPM Development Tools"
state: present
when: inventory_hostname in groups.dev
- name: Upgrage all packages
yum:
name: "*"
state: latest
when: +dinventory_hostname in groups.dev
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Tk

# AT Playbook
[devops@bastion ansible]$ ansible-navigator run -m stdout packages.yml

# Gk
[devops@bastion ansible]$ ansible dev -a 'yum Tist php mariadb’

. {5/ RHEL Z2&HfHGB-timesync

RHEL B2FtAEIHE, FEIEEF timesync.ym1 A playbook, FFELATEE:
EEZEPRLET

f5F timesync

FeEiZAE, LAERISRIERRINTPIRRARE

BeEizAE, LUERERSEE172.25.254.254

BcEizAR, LUSAburstEZ#

{87 Eilhd, 5-1%15-2 AEHB1ER
R

(%5 I - S G TR L E =

[+)]

10
11
12
13
14
15
16

W e ~N O v & wWw NP

# #Z % rhel-system-roles
[devops@bastion ansible]$ sudo yum install -y rhel-system-roles

# H&lrhel-system-roles.timesyncH B F I H A€ HF» FHHZ ANtimesync
[devops@astion ansiblel$ cp -r /usr/share/ansible/roles/rhel-system-
roles.timesync roles/timesync

# BERBER

[devops@bastion ansible]$ ansible-galaxy list
# /home/devops/ansible/roles

- timesync, (unknown version)

# U Playbook
[devops@bastion ansiblel$ cp tpl.yml timesync.yml

# #iEPlaybook. &M roles/timesync/README.md X EEH T E

[devops@bastion ansible]$ vim timesync.ym]l

- name: Use RHEL system role

hosts: all
vars:

timesync_ntp_servers:

- hostname: 172.25.254.254
iburst: yes

roles:

- timesync
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# 4T Playbook
[devops@bastion ansible]$ ansible-navigator run -m stdout timesync.yml

# 353E, LidevEH R

[devops@bastion ansible]$ ansible dev -a 'cat /etc/chrony.conf’
servera | CHANGED | rc=0 >>

#

# Ansible managed

#

server 172.25.254.254 iburst

5-2. {§H RHEL Z&fifd-selinux

TERHELEFABIEE, HEESTRA selinux.yml B playbook, FFELATEM:
* EFfEEETRLEBT
e M selinux BE

seTinux FEMEH targeted

selinux & A enforcing

{2 EhlhEd, 5-1%15-2 REHP 1

R

£3# /usr/share/doc/rhel-system-roles/selinux/example-selinux-playbook.yml

N =

v B W

14
15
16

# %Z%Erhel-system-roles
[devops@bastion ansible]$ sudo yum install -y rhel-system-roles

# B Hlrhel-system-roles.selinuxA @B H A B HE, FEE hselinux
[devops@astion ansible]$ cp -r /usr/share/ansible/roles/rhel-system-
roles.selinux roles/selinux

# BEEMBFR

[devops@bastion ansible]$ ansible-galaxy list
# /home/devops/ansible/roles

- selinux, (unknown version)

# tl# Playbook
[devops@bastion ansible]$ cp /usr/share/doc/rhel-system-
roles/selinux/example-selinux-playbook.ym]l selinux.ym]l

# ##EpPlaybook, ZMroles/timesync/README.md f & FH L&
[devops@astion ansible]$ vim selinux.ym]l
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1 A
2 - name: Use RHEL system role
3 hosts: all
4 vars:
5 selinux_policy: targeted
6 selinux_state: enforcing
7 selinux_reboot_required: true
8 tasks:
9 - block:
10 - name: Apply SELinux role
11 include_role:
12 name: selinux
13 rescue:
14 - name: Check for failure for other reasons than required
reboot
15 fail:
16 when: not selinux_reboot_required
17 - reboot:
18 - name: Reapply SELinux role
19 include_role:
20 name: selinux
1  # T Playbook
2  [devops@bastion ansible]$ ansible-navigator run -m stdout selinux.yml
3
4 # B3E, D test EAHLE AHF
5 [devops@bastion ansible]$ ansible test -a 'getenforce'’
6 serverb | CHANGED | rc=0 >>
7 Enforcing

6. (M Ansible Galaxy ZZEf®
{§5F8 Ansible Galaxy F1E33 {4 roles/requirements.yml
MLAT URL TEiABHZIEE] roles HR:

e EE: http//materials example.com/laoma/haproxy.tar, AEFHRA: balancer

e EiE: http//materials.example.com/laoma/phpinfo.tar, AEEIMA: phpinfo

R

1 # g/BABREH

2  [devops@bastion ansible]$ vim roles/requirements.yml
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1 P

2 - src: http://materials.example.com/laoma/haproxy.tar
3 name: balancer

4 - src: http://materials.example.com/Taoma/phpinfo.tar
5 name: phpinfo

1 # 25AG

2 [devops@astion ansible]$ ansible-galaxy install -r
roles/requirements.yml

3 - downloading role from http://materials.example.com/laoma/haproxy.tar

4 - extracting balancer to /home/devops/ansible/roles/balancer

5 - balancer was installed successfully

6 - downloading role from http://materials.example.com/Taoma/phpinfo.tar

7 - extracting phpinfo to /home/devops/ansible/roles/phpinfo

8 - phpinfo was installed successfully

9

10 # BHAAER
11 [devops@bastion ansible]l$ ansible-galaxy role 1list
12 # /home/devops/ansible/roles

12 - timesync, (unknown version)
14 - balancer, (unknown version)
15 - phpinfo, (unknown version)

7. QIR AE

RIETHEKR, & roles PEIiERA apache A

* httpd MEBERE, IKAERRSHNERHFE
* PXIBCERFEEET, FEARIFIRR web fR5SEsARN

o EHRSZE index.html.j2 FBFEUESEE /var/www/html/index.htm1 BELITHHRA
75 : Welcome to HOSTNAME on IPADDRESS . HOSTNAME B EP AL RTEESE,

IPADDRESS NEZE T mAYIPHEL,

HIETAMA, SIE—1387 newrole.yml B playbook, {HERELEAEETE webservers FH1H
FizfT.

e
1| # 2/EAB
2  [devops@bastion ansible]$ ansible-galaxy init apache --init-path=roles
3 - apache was created successfully
4
5 # mEABES
6 [devops@bastion ansiblel$ vim roles/apache/tasks/main.yml

1
2 # tasks file for apache
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name: httpd
state: present

# 7 NERRS 0 AUR B
- name: set service
service:
name: "{{ item }}"
state: started
enabled: yes
loop:
- httpd
- firewalld

- name: set firewall allow http
ansible.posix.firewalld:
service: http
permanent: yes
immediate: yes
state: enabled

- name: prepare index.html
template:
src: index.html.j2
dest: /var/www/html/index.html
owner: apache
group: apache

# web¥ TR 34

# facts ZEi#BiL ansible servera -m setup |lessiz 4 #4t
[devops@bastion ansible]$ vim roles/apache/templates/index.html.j2
welcome to {{ ansible_fgdn 3} on {{ ansible_default_ipv4.address }}

# /2 Playbook
[devops@bastion ansible]$ cp timesync.yml newrole.yml
[devops@bastion ansible]$ wvim newrole.yml

- name: use apache roles
hosts: webservers
roles:

- apache
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1 # #4TPlaybook
2  [devops@bastion ansible]$ ansible-navigator run -m stdout newrole.ym]l

# ik

[devops@bastion ansible]$ curl http://serverc.lab.example.com
welcome to serverc.lab.example.com on 172.25.250.12
[devops@bastion ansiblel$ curl http://serverd.lab.example.com
welcome to serverd.lab.example.com on 172.25.250.13

(== TN N o 1 TR ¥ & B - 95

8. M Ansible Galaxy {F Bt

RIETIIER, CIE—PBA roles.yml A9 playbook:

» playbook FEE— play, iZ play 7E balancers FHEPHEN HiEfTHEEA
balancer ff8, WABRE RS, LIME webservers FHIERMENZEFE web
IRSsEnmkAmE,

o JEEZE balancers EHAPRIEN ({FleNhttp://workstation.lab.example.com) ¥
Akl T : welcom to serverc.lab.example.com on 172.25.250.12

o EFHINENEESIEM B — Web RS EE4ERMHIH: welcom to
serverd. lab.example.com on 172.25.250.13

* playbook PEZF I play, iZ play £ webservers FEHEPRIFEN EETHIEER
phpinfo B, BT URL/hello.php HIEEE| webservers FHERRIEM, BERKLLT
#itH: Hello PHP world from FooN, H, FooN EFHN=LIRERR,

1 Hello PHP world from serverc.lab.example.com

FIHE, NEEE| http://serverd.lab.example.com/hello.php, SERMEATEL :

1 Hello PHP world from serverd.lab.example.com

RBIMEF PHP BEEMSZMFEMER, WEEM PHP RAE.

1 # /g pPlaybook
2 [devops@bastion ansible]$ cp timesync.yml roles.yml
3 [devops@bastion ansible]$ vim roles.yml

1l ==
# hiZiTf® A phpinfo AEMilAE, SREFEETHEA balancers & &K 4,

# X F#E{Fbalancerd = )5 w RS 1% B 5 webservers., %] balancers & &%
HAT R

- name: use phpinfo roles
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[ T 0 TR S 'S [ W ER =

roles:
- phpinfo

- name: use balancer roles
hosts: balancers
roles:
- balancer

tasks:
- name: start firewalld, if not started
service:
name: firewalld
state: started
enabled: vyes

- name: permit apache
ansible.posix.firewalld:
service: http
permanent: yes
state: enabled
immediate: yes

# 4T Playbook
[devops@bastion ansible]$ ansible-navigator run -m stdout roles.ym]l

# Guiif

[devops@bastion ansiblel$ curl http://workstation.lab.example.com
[devops@bastion ansiblel$ curl

http://workstation. lab.example.com/hello.php

9-1. IR FERIZES

BIE—1EA 1v.yml B playbook, EFERMERETRLBTLITTINES:

£ research HHEPEIEIBIESE

BIEEEMA data

BEHEEA/NA 6000 MiB

EFE extd XHRFENNEES
MRTHEBERNZESAN, NERMEREE:

1 could not create Tlogical volume of that size

HIGEERA /N 800 miB,
WEREHE research AEE, MEEREA:
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1 volume group does not exist
*» FELUHILZUERIZES
2 EBullt, 9-1f19-2REHAP15E
B
1 # /g pPlaybook

2  [devops@bastion ansible]$ cp tpl.yml Tv.yml
3 [devops@bastion ansible]$ vim Tv.yml

1 oy
2 - name: Create and use lv
3 hosts: all
4 tasks:
5 - block:
6 - name: Create a logical volume of 6000m
7 community.general.lvol:
8 vg: research
9 Tv: data
10 size: 6000
11 rescue:
12 - debug:
13 msg: Could not create logical volume of that size
14 - name: Create a logical volume of 800m
15 community.general.lvol:
16 vg: research
17 Tv: data
18 size: 800
19 always:
20 - name: Create a ext4
21 community.general.filesystem:
22 fstype: ext4
23 dev: /dev/research/data
24 # METERTE LHMEEREGREE
25 when: ansible_lvm.vgs.research is defined
26 - debug:
27 msg: Volume group does not exist
28 when: ansible_lvm.vgs.research is not defined
1 # #iTPlaybook
2  [devops@bastion ansible]$ ansible-navigator run -m stdout lv.yml
3
4 # BiE
5 [devops@bastion ansible]$ ansible all -a 'lvs'
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ElEE— B partition.yml B9 playbook, BREMBZET R LETURITTIMES:
* 7RG vdb FEIEESK, id B 1, A/NE 1500 mis

fER ext4 HRGSTUL
N dev EHIEPTIR, HHIE /data
MEFTZEEERND KA, MERERER

1 could not create partition of that size

FEEERA NS 800 MiB,
WRIEEH vdd FFE, NEBETERER

1 Disk does not exist

18R Fulhd, 9-1719-2RFHAD 1

3

N

2w N

wvi

# & Playbook

[devops@bastion ansiblel$ cp tpl.yml partition.yml
[devops@bastion ansible]$ wvim partition.yml

- name: config partition

hosts: all
tasks:
- block:

- name: create part
community.general.parted:
device: /dev/vdb
number: 1
state: present
part_start: 1MiB
part_end: 1501MiB
rescue:
- name: debug part
debug:
msg: Can not create partition of that size
- name: recreate part
community.general.parted:
device: /dev/vdb
number: 1
state: present
part_start: 1MiB
part_end: 801MiB
always:
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26 filesystem:

27 fstype: ext4

28 dev: /dev/vdbl

29 - name: /data

30 file:

31 path: /data

32 state: directory

33 when: inventory_hostname in groups.dev
34 - name: mount

35 mount:

36 path: /data

37 fstype: ext4

38 src: /dev/vdbl

39 state: mounted

40 when: inventory_hostname in groups.dev
41 when: ansible_devices.vdb is defined

42 - name: debug vdd

43 debug:

44 msg: Disk does not exist

45 when: ansible_devices.vdd is not defined

1  # #.47Playbook

?  [devops@bastion ansible]$ ansible-navigator run -m stdout partition.ym]l
3

4 | # Wik

5  [devops@bastion ansible]$ ansible all -a '1sblk /dev/vdb'

S E%3)

MBAFEESGI MRS XG>, FREBRST:

BlEE—PEA partition.ym1 f playbook, BHBTE prod £HUE LIEfTLAMITFANESS :
* EIgH vdb PEEFHEX, id B 1, K/NE 1500 mis

EFE extd4 MMHRFSHMN

N1t serverc FH TR, HHAE /data
MRTTHEEFTRNS XA, NBREBRER:

1 could not create partition of that size

FHEERA/NI 800 miB,
NRIREE vdd FFE, METERER:

1 Disk does not exist

R
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1 # fij& playbook
2  [devops@bastion ansible]l$ cp tpl.yml partition.ym]l
3  [devops@bastion ansible]$ vim partition.yml

]_ e —
2 - name: config partition
3 hosts: prod
4 tasks:
5 - bhlock:
6 - name: create part
7 community.general.parted:
8 device: /dev/vdb
9 number: 1
10 state: present
11 part_start: 1MiB
12 part_end: 1501MiB
13 rescue:
14 - name: debug part
15 debug:
16 msg: Can not create partition of that size
17 - name: recreate part
18 community.general.parted:
19 device: /dev/vdb
20 number: 1
i state: present
22 part_start: 1MiB
23 part_end: 801MiB
24 always:
25 - name: create ext4
26 filesystem:
27 fstype: ext4
28 dev: /dev/vdbl
29 - name: /data
30 file:
31 path: /data
32 state: directory
B3 when: "inventory_hostname == 'serverc'"
34 - name: mount
35 mount:
36 path: /data
37 fstype: ext4
38 src: /dev/vdbl
39 state: mounted
40 when: "inventory_hostname == 'serverc'"
11 when: ansible_devices.vdb is defined
42 - name: debug vdd
43 debug:
44 msg: Disk does not exist
45 when: ansible_devices.vdd is not defined
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1

# AT Playbook

[devops@bastion ansible]$ ansible-navigator run -m stdout partition.ym]l

# Gt

[devops@bastion ansible]$ ansible all -a 'lsblk /dev/vdb’

10. EREEHICH

TEAAENRSEE http//materials.example.com/laoma/hosts.j2 Z
/home/devops/ansible , SERZARIR, LUERBERKLIATXE, SUEMNERENEES—TH
=, HIE5 /etc/hosts 1,

BliE 9 hosts.yml fJ playbook, EEERARIRE dev EHEFRIEN EARIUSE

/etc/myhosts ,

% playbook iz1T/5, dev EHIAPEN LAIHE /etc/myhosts MBI REENES—T

SER

[

(== TN N o B ¥ 5 B - 5

=

(9]

~N O v B W

127.0.0.1 localhost localhost.localdomain localhost4
localhost4.localdomaind
::1 localhost localhost.localdomain Tocalhosté localhost6.localdomaing

172.25.250.9 workstation.lab.example.com workstation
172.25.250.10 servera.lab.example.com servera
172.25.250.11 serverb.lab.example.com serverb
172.25.250.12 serverc.lab.example.com serverc
172.25.250.13 serverd.lab.example.com serverd

BRENBERNERIEFFREE,

# N AR
[devops@bastion ansible]$ wget
http://materials.example.com/laoma/hosts. j2

## a8 B R U

# @ hostvars[host] T hostFEMu 3| =

[devops@astion ansiblel]$ vim hosts.j2

127.0.0.1 localhost localhost.localdomain Tocalhost4

Tocalhost4. localdomaing

::1 localhost localhost.localdomain localhosté localhost6. localdomainé

{% for host in groups.all %}

{{ hostvars[host] .ansible_default_ipv4.address }} {{

hostvars[host] .ansible_fgdn }} {{ hostvars[host] .ansible_hostname }}
{% endfor %}
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# U Playbook

[devops@bastion ansible]l$ cp tpl.yml hosts.yml

[devops@hastion ansible]$ vim hosts.ym]l

- name: Generate a host file
hosts: all
tasks:
- name: template /etc/myhosts
template:
src: hosts.j2
dest: /etc/myhosts

when: inventory_hostname in groups.dev

# AT Playbook

[devops@bastion ansible]$ ansible-navigator run -m stdout hosts.ym]l

# I@iE
[devops@bastion ansible]$ ansible dev -a 'cat /etc/myhosts’

1. BRSNS

HRTAA, 82— issue.yml B playbook:

* iZ playbook §EFTEBREN LIET.
* % playbook &85 /etc/issue WABEEA T ARII—1T3A:
o 7E dev EHEPFHIEN L, XTXABTA: pevelopment
° 7 test EHIBAFWENL, XITLEBTA: Test

W=

~N Oy Wi

oo

Wanho 1

° 1£ prod EHUEPHENL, XITXFETA:

# €2 Playbook

Production

[devops@bastion ansiblel$ cp tpl.yml issue.yml

[devops@bastion ansible]$ vim dssue.ym]l

- name: Modify /etc/issue content
hosts: all
tasks:
- name: host dev
copy:
content: "Development”
dest: /etc/issue
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11
12
13
14
15
16
17
18
19

=

vl AW N

#

name: host test
copy:
content: "Test"
dest: /etc/issue
when: inventory_hostname in groups.test
- name: host prod
copy:
content: "Production”
dest: /etc/issue
when: inventory_hostname in groups.prod

#.4T Playbook

[devops@bastion ansible]$ ansible-navigator run -m stdout issue.yml

#

5 uE

[devops@bastion ansible]$ ansible dev,test,prod -a 'cat /etc/issue’

12. gl Web AEEZF

FIRTAANA, GlE—1P3EA webcontent.yml Y playbook:
* % playbook £ dev FHIEPHNZED = LIE1T.
» BIREFMSTHIEKINER /webdev :

WO =

=

W N

o

o]

#

FrE& 0 webdev ¢H
BEEHINR:

1  owner=read+write+execute, group=read+write+execute,
other=read+execute

BERSHIR: iREEID
BESEEE /var /www/htm] /webdev §5ZE| /webdev
Bl /webdev/index.html , HPEESINTATHETE: pDevelopment

£ dev EHUBEPEN ERSIEZR (HlE0http:/servera.lab.example.com/webde
v/) BERLAT#iH: pevelopment

fill & Playbook

[devops@bastion ansible]$ cp tpl.yml webcontent.ym]l

[devops@bastion ansible]$ wvim webcontent.yml

name: Create a web Content Directory
hosts: dev
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5 # B &0 Hapachef & 5 E devE L4 Awebil &5 3
6 roles:
7 - apache
8
9 tasks:
10 - name: ensure webdev exit
11 group:
12 name: webdev
13 state: present
14
15 - hame: create /webdev
16 file:
17 path: /webdev
18 state: directory
19 # modeZ A LA RS =
20 mode: '2775'
21 group: wehdev
22 setype: httpd_sys_content_t
23
24 - name: create a link
25 file:
26 src: /webdev
27 dest: /var/www/html/webdev
28 state: link
29
30 - name: index.html
31 copy:
32 content: "Developmentin"
33 dest: /webdev/index.html
34 setype: httpd_sys_content_t
1 # #.47Playbook
2  [devops@bastion ansible]$ ansible-navigator run -m stdout webcontent.ym]l
3
4 | # IiE
5 [devops@bastion ansible]$ curl http://servera.lab.example.com/webdev/
6 Development

13. ERTEHHRS

ElIE— 13 hwreport.yml HY playbook:
s EFMEZETRLERSBUTERENHEEIE /root/hwreport. txt
o BERIHBFR
o L) mB FTRHIEHEEXN
© BIOS RRA
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o HIFIGH vdb HIAN

BH RS —1TERRE key=value .

1ZM9 playbookfii2 phttp://materials.example.com/laoma/hwreport.empty TR,
HISEFRESA /root/hwreport. txt

(FFRIERRESEN /root/hwreport. txt,
WRBEHIAFE, AXA0ERIZST NoNE

# THEMAREERXH, EEXHAR

[devops@bastion ansible]$ wget
http://materials.example.com/laoma/hwreport.empty
[devops@bastion ansible]$ cat hwreport.empty

# Hardware report

HOST=inventoryhostname

MEMORY=memory_in_MB

BIOS=BIOS_version

DISK_SIZE_VDA=disk_vda_size
DISK_SIZE_VDB=disk_vdb_size

# tl#E Playbook
[devops@bastion ansiblel$ cp tpl.yml hwreport.yml
[devops@astion ansible]$ vim hwreport.yml

- name: Create hardware report
hosts: all
tasks:
- name: download hwreport.txt
get_url:
url: http://materials.example.com/laoma/hwreport.empty
dest: /root/hwreport.txt
force: yes
- name: hostname
Tineinfile:
path: /root/hwreport.txt
regexp: 'AHOST='
Tine: 'HOST={{ inventory_hostname }}’
- hame: memory
Tineinfile:
path: /root/hwreport.txt
regexp: 'AMEMORY='
Tline: 'MEMORY={{ ansible_memtotal_mb }}°’
- name: BIOS version
Tineinfile:
path: /root/hwreport.txt
regexp: 'ABIOS=’
Tline: 'BI0s={{ ansible_bios_version }}’
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26 Tineinfile:

27 path: /root/hwreport.txt

28 regexp: 'ADISK_SIZE_VDA='

29 Tine: 'DISK_SIZE_VDA={{ ansible_devices.vda.size |
default("NONE")}}'

30 - name: vdb size

31 Tineinfile:

32 path: /root/hwreport.txt

B3 regexp: 'ADISK_SIZE_VDB='

34 Tine: 'DISK_SIZE_VDB={{ ansible_devices.vdb.size |

default("NONE")}}'

1 # #4TPlaybook
?  [devops@bastion ansible]$ ansible-navigator run -m stdout hwreport.yml

4 | # IRiE
5 [devops@bastion ansible]$ ansible all -a 'cat /root/hwreport.txt

14. SUERERREEE

BERTARNER, SIE— Ansible Vault 3 {431zh% R 53
* Vault Z{4EFFST locker.yml
* Vault XHPEZERIPEE:
© pw_developer {7 Imadev
© pw_manager {9 Imamgr
* FATINENFREZENTZD: laoma
* FIRFMHENH secret.txt

B
1 # #/#ZEAnsibleff
2 [devops@bastion ansible]$ vim Tlocker.yml
3 R
4 pw_developer: Imadev
5 pw_manager: Imamgr
6

# W EIEAAEE CFF
[devops@astion ansible]$ echo -n laoma > secret.txt
[devops@bastion ansible]$ chmod 600 secret.txt

w o

IR
= O

# ¥ AnsiblefE
[devops@bastion ansible]$ ansible-vault encrypt Tlocker.yml --vault-

=
N

password-file=secret.txt
13
14 # Wik

Wanho 1T Loucarion &k lsola Linne 0aIsza0e
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password-file=secret.txt

AEfEansible.cfgiRft Bvault-password-fileE&#],

15. B AFIKA

Mhttp://materials.example.com/laoma/user listymI FEHRECIZMAFLNZIE, FIEEREE

/home/devops/ansible HE.

ERREFAPEREEMUECEEIREE Tocker.yml, EIE&AI users.yml HY playbook,
MITTHRLA T ARSI APk -

o FO{EIAA developer HIFAFAIY:
£ dev 0 test FHHEPHNZET R LEIE

[

o

o

o

o

M pw_developer ZFES AT
247 devops HIELR
iREMAF v
HETBRAT N

o BR{UEIARA manager B R :

o

o

o

o

o

£ prod ENEAPHNZEDRLEIE
M pw_manager 3 E5EIHRS
247 opsmgr HIELR

WERF uip

R EERRAENE

o TR sHAS12 IEHIET..

{5110 playbook RIEBIBTEA RS e FE M B OB MBERII I secret. txt IERIEIT,

R

[N

W

#

THREBXHHAEETLHAR

[devops@bastion ansible]$ wget
http://materials.example.com/laoma/user_list.yml
[devops@bastion ansible]$ cat user_list.ym]l

users:

Wanho

- name: james
job: manager
uid: 2001
PASS_MAX_DAYS: 100
- hame: mary
job: manager
uid: 2002
PASS_MAX_DAYS: 100

IT Education &&
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16
17
18
19
20
21
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s

25
26
27
28
29
30
31
32
33
34
35
36
37
38
38
40
41
42

job: developer
uid: 3001
PASS_MAX_DAYS: 90

# @& Playbook
[devops@bastion ansible]$ cp tpl.yml users.yml
[devops@bastion ansible]$ vim users.ym]l

- name: gl4-1
hosts: dev, test
vars_Tiles:
- user_list.yml
- Tlocker.yml
tasks:
- name: create group
group:
name: devops
state: present

- hame: create user

user:
name: "{{ item.name }}"
uid: "{{ item.uid 3"
password: "{{ pw_developer | password_hash('sha512') }}"
password_expire_max: "{{ item.PASS_MAX_DAYS }}"
groups: devops
state: present

Toop: "{{ users }}"

when: 'item.job == "developer"’

- name: ql4-2

hosts: prod
vars_Tiles:

- user_list.yml

- locker.yml
tasks:

- name: create group

group:
name: opsmgr

state: present

- name: create user
user:
name: "{{ item.name }}"
uid: "{{ item.uid }}"
password: "{{ pw_manager | password_hash('sha512') }}"
password_expire_max: "{{ item.PASS_MAX_DAYS }}"
groups: opsmgr
state: present
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when: 'item.job == "manager"'

# 31T Playbook
[devops@bastion ansible]$ ansible-navigator run -m stdout users.yml --

vault-password-file=secret.txt

# WiEH P &P

[devops@bastion ansible]$ ansible servera -a 'id john'
servera | CHANGED | rc=0 >>

uid=1002(john) gid=1003(john) groups=1003(john),1001(devops)

#RIEAPRPEBENRR, RTREIOKRE
[devops@bastion ansible]$ ansible servera -a 'chage -1 john'|grep
Password

# TG iE A % e
[devops@bastion ansible]$ ssh john@servera
[john@servera ~]1$% su - john

16. EFf Ansible EBYRSH

RERTRNE, EFIEAnsibleERER

=

(p¥]

~N O w1 AW

Mhttp://materials.example.com/laoma/salaries.yml FEcAnsibleZz

Fl|/home/devops/ansible B
LRI laoma
FHEERRS 9 redhat
R I R IS

# T #Ansiblef
[devops@astion ansible]$ wget
http://materials.example.com/laoma/salaries.yml

# W EWEN

[devops@bastion ansible]$ ansible-vault rekey salaries.yml
vault password: ~laoma’

New Vault password: “redhat’

confirm New vault password: "redhat’

Rekey successful

# BEXHAZE, BIEFHFED

[devops@bastion ansible]$ ansible-vault view salaries.yml
vault password: redhat

hello laoma
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17. BicE& cron BV

BIE—PEA cron.yml [ playbook, BREEMEZEDRLIET, BE—MTIHES:
* IZITEHT devops
* EfTRJIEENRE 2 55T
® ={TAp%: logger "EX294 in progress”

B

1 # /& Playbook
2  [devops@bastion ansiblel]$ cp tpl.yml cron.yml
3 [devops@bastion ansiblel$ vim cron.yml

1

2 - name: Create a cron job

3 hosts: all

4 tasks:

5 - name: ensure user devops is exist
6 user:

name: devops

8 state: present

- name: Ensure a job that runs every 2 minutes

10 cron:

11 name: devops job

12 minute: "#®/2"

13 user: devops

14 job: '"logger "EX294 in progress”’

1 # .47 Playbook

2  [devops@bastion ansible]$ ansible-navigator run -m stdout cron.yml
3

4 | # WiE

5 [devops@bastion ansible]l$ ansible all -a ‘crontab -1u devops'

HE Rk

EN -
o Eh, FREGTSHARERER,
o (SR, Xt 5-1F09-1

* (¥ root 1T grade <.

1  [root@foundationQ ~]# grade
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